
Request for sharing VM Images among Azure Dev Tools for Teaching (MSDNAA) current license holders 

DISCLAIMER: CSSIA accepts no liability for the content of any images or information regarding this agreement or any related documents, or for the consequences of any actions taken on the basis of information or images 
provided, unless that information is subsequently confirmed in writing.  Any views or opinions presented in this agreement and associated documents are the responsibility of the requester including any copyright, 
trademark or any other possible. CSSIA explicitly accepts no liability for any outcomes and/or actions performed as a result of any information provided in this agreement or associated documents.

Please read and complete the following information.  Return your signed response to cssia@morainevalley.edu 

SHARING VM IMAGES OF CURRICULUM RESOURCES UNDER MSDNAA (June 2, 2011, Microsoft Corporation) 
Dr. Arkady Retik Director, WW Tech Faculty Programs, Education Group 

To promote greater utility of MSDNAA software among MSDNAA current license holders, this letter extends the rights of use to 
include the use of MSDNAA licensed copies from other MSDNAA license holders in the form of preconfigured setups in Virtual 
Machine images. The purpose of this extension is to allow the sharing of preconfigured laboratory exercises and other permitted 
uses. This extension does not extend the purposes for which the licensed software can be used beyond those detailed in section 2 (see 
below) of the MSDNAA license  

Section 2.INSTALLATION AND USE RIGHTS. 
a. General. One user may install and use copies of the software to design, develop, test and demonstrate your programs. You may
not use the software on a device or server in a production environment.
b. Included Microsoft Programs.
i. Except as described in this Sections 2, these license terms apply to all Microsoft programs included with the software or the
subscription. If the license terms with any of those programs give you other rights that do not expressly conflict with these license
terms, you also have those rights.
ii. All Windows Embedded products, which includes the Windows CE Platform Builder programs, and services included with the
software are governed by their own license terms, except that one user may install and use multiple copies.
c. Pre-release and Trial software. Your subscription may contain pre-release and trial software. The license terms included with the
pre-release and trial software apply to your use of it.
d. Device Driver and Software Development Kits, Visual Studio Feature Packs and Patterns & Practices Releases.  The software
includes components identified as software development kits (“SDK”) and device driver kits (“DDK”). If other terms come with an SDK
or DDK, those terms apply to your use of it. Your subscription may also contain software components classified as “Visual Studio
Feature Packs” or “Patterns & Practices” that are made available to you through MSDN Subscriber Downloads.  The license terms
accompanying the Visual Studio Feature Packs and Patterns & Practices releases apply to your use of them.
e. Third Party Programs.  The software contains third party programs. The license terms with those programs apply to your use of
them.
f. MSDN Essentials Subscription. You have the right to use the software for as long as your MSDN Essentials Subscription is active.
g. Subscription Services. In order to access or use subscription services that may be available to you, such as software downloads,
technical support and product keys, your subscription must be active.

Azure Dev Tools for Teaching (MSDNAA) Subscriber Information (Active Subscribers Only) 

First Name ____________________ Last Name ____________________________ Email: ______________________  

Institution _________________________________________  Contact Number ______________________________ 

Address ______________________________City __________________ State_______________ Zip _____________ 

Department _________________________________ Azure Dev Tools for Teaching Subscriber ID: ______________________ 

I acknowledge our institution’s department and status as an active Azure Dev Tools for Teaching (MSNDAA) Subscriber 
and agree to the above disclaimer and terms of use as noted by Microsoft and CSSIA.  I accept all liability and also 
understand that no support will be provided for any images shared including installation and use.  Images are provided 
“as-is” no warranties.   

Azure Dev Tools for Teaching (MSDNAA) Subscriber Administrator Signature  ________________________ Date __________ 
written signature required 



Request for sharing VM Images among Azure Dev Tools for Teaching (MSDNAA) current license holders (v. 20241023) 

DISCLAIMER: CSSIA accepts no liability for the content of any images or information regarding this agreement or any related documents, or for the consequences of any actions taken on the basis of information or images 
provided, unless that information is subsequently confirmed in writing.  Any views or opinions presented in this agreement and associated documents are the responsibility of the requester including any copyright, 
trademark or any other possible. CSSIA explicitly accepts no liability for any outcomes and/or actions performed as a result of any information provided in this agreement or associated documents. 

[1] These VMs are available to all NETLAB+ customers with a current maintenance agreement
[2] Cisco Networking Academy membership required
[3] VMware IT Academy membership required
[4] Red Hat Academy membership required
[5] Palo Alto Networks membership required
[6] Azure Dev Tools for Teaching membership required

Netlab General 
NDG A+ v3 [1][6] CCCCO CySA+ [6] 
NDG A+ v4 [1][6] CSSIA CompTIA v2 Security+ [6] 
NDG CySA+ [1][6] CSSIA Windows 10 Administration [6] 
NDG Ethical Hacking (Series-1 & Series-2) v2  [1][6] Linux+ (Base & Install) 
NDG Ethical Hacking v1 [1] Network+ [6] 
NDG Forensics [1] NISGTC Ethical Hacking [6] 
NDG Forensics v2 [1][6] NISGTC Forensics [6] 
NDG Intro to Critical Infrastructure for IT Learners [1][6] NISGTC Network Security [6] 
NDG Network+ [6] NISGTC Python Security 
NDG Security+ v3 [1][6] NISGTC Security+ 
NDG Security+ v4 [1][6] QGIS [6] 

Security Awareness (CNSS 4011) [6] 

UofSC Cybersecurity Fundamentals Proxmox VE 8: Setup and Management 
UofSC High-Speed Networks: NTP 
UofSC Introduction to BGP 
UofSC Introduction to OSPF 
UofSC Introduction to P4 Programmable Data Planes 
UofSC Introduction to perfSONAR 
UofSC Introduction to SDN 
UofSC MPLS and Advanced BGP 
UofSC Network Management 
UofSC Open Virtual Switch 
UofSC P4 Programmable Data Planes ASECPP 
UofSC Zeek Intrusion Detection 

 

RING 
RING Cybersecurity Exploration [1] [6] 
RING CrypTool [1] 

Cisco Networking Academy 
Cisco CCNA Cyber Ops [1] [2][6] 
Cisco CCNP Enterprise: Core Networking (ENCOR/ENARSI) v8.0 [1] [2] [6] 
Cisco CyberOps Associate [1] [2][6] 
Cisco DevNet Associate v1 [1] [2] 
Cisco ITE 7 [1] [2][6] 
Cisco ITE 8 [1] [2][6] 
Cisco Packet Tracer 7 [1] [2] 
Cisco Packet Tracer 8 [1] [2] 
Win10 VM for Cisco Networking Academy Pods [1] 2][6] 
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Palo Alto Networks 
Palo Alto Cybersecurity Essentials 8 [1] [5] [6] 
Palo Alto Cybersecurity Gateway 8 [1] [5] [6] 
Palo Alto Cybersecurity Essentials 9 [1] [5] 
Palo Alto Cybersecurity Gateway 9 [1] [5] 
Palo Alto Firewall Essentials 7 [1] [5] 
Palo Alto Firewall Essentials 8 EDU 210 [1] [5] [6] 
Palo Alto Firewall Essentials 9 EDU 210 [1] [5] [6] 
Palo Alto Firewall Essentials 9.1 EDU 210 [1] [5] 
Palo Alto Firewall Essentials 10 EDU 210 [1] [5] 
Palo Alto Firewall Essentials 11 EDU  [1] [5] 
Palo Alto Fundamental Training v2 [1] [5] 

Red Hat Academy 
Red Hat (v7.0) System Administration [1] [4] 
Red Hat (RHEL8) System Administration [1] [4] 
Red Hat (RHEL8.2) System Administration [1] [4] 
Red Hat (RHEL9) System Administration [1] [4] 
Red Hat OpenStack Administration I (CL110) [1] [4] 
Red Hat OpenStack Administration I: Core Operations for Domain Operators v16.1 (CL110) [1] [4] 

VMware IT Academy 
VMware DCV-CTS  [1] [3] 
VMware VCA DCV 6.0 [1] [3] 
VMware VCP O&S 6.0 [1] [3][6] 
VMware VCP O&S 6.7 [1] [3] 
VMware VCP O&S 7.0 [1] [3] 
VMware VCP OSS 8.0 [1] [3] 
VMware vSphere ICM 6.7 [1] [3] 
VMware vSphere ICM 7.0 [1] [3] 
VMware vSphere ICM 8.0 [1] [3] 



Microsoft Corporation is an equal opportunity employer. 

June, 2
nd

 2011

To:  The Colloquium for Information Systems Security Education 

SHARING VM IMAGES OF CURRICULUM RESOURCES UNDER MSDNAA 

To promote greater utility of MSDNAA software among MSDNAA current license 

holders, this letter extends the rights of use to include the use of MSDNAA licensed 

copies from other MSDNAA license holders in the form of preconfigured setups in 

Virtual Machine images.  The purpose of this extension is to allow the sharing of 

preconfigured laboratory exercises and other permitted uses.  

This extension does not extend the purposes for which the licensed software can be used 

beyond those detailed in section 2 of the MSDNAA license. 

Dr. Arkady Retik 

Director, WW Tech Faculty Programs 

Education Group 
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